
DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTfLLlGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE. MARYLAND 20755-5995

REPL Y TO
ATTENTION OF:

September 14, 2001

Freedom of Information!
Privacy Office

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, New York 10024

Dear Mr. Young:

a. Your Freedom ofInformation Act (FOIA) request of March 29. 2001, for records
concerning various dossiers. Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply to the 20-day statutory time limit in processing your
request.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have located the enclosed records pertaining to West Germany Intelligence Services,
ZF400132W. We have completed a mandatory declassification review in accordance with
Executive Order (EO) 12958. As a result of our review, information has been sanitized and 14
pages of records are denied in their entirety as the information is currently and properly
classified SECRET and CONFIDENTIAL according to Sections 1.3(a)(2), 1.3(a)(3), 3.4(b)(1)
and 3.4(b)(6) of EO 12958. This information is exempt from the public disclosure provisions of
the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably segregate
meaningful portions of the withheld pages for release. A brief explanation of the applicable
sections follows:

Section 1.3(a)(2) of EO 12958 provides that information shall be classified SECRET if its
unauthorized disclosure reasonably could be expected to cause serious damage to the national
security.

Section 1.3(a)(3) of EO 12958 provides that information shall be classified CONFIDENTIAL
if its unauthorized disclosure reasonably could be expected to cause damage to the national
security.
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Section 3.4(b)(l) of EO 12958 provides that classified information more that 25 years old is
exempt from automatic declassification if it would reveal the identity of a confidential human
source, or reveal information about the application of an intelligence source or method, or
reveal the identity of a human intelligence source when the unauthorized disclosure of that
source would clearly and demonstrably damage the national security interests of the
United States.

Section 3.4(b)(6) of EO 12958 provides that classified information more than 25 years old is
exempt from automatic declassification if it would reveal information that would seriously and
demonstrably impair relations between the United States and a foreign government, or
seriously and demonstrably undermine ongoing diplomatic activities of the United States.

Since the release of some of the information deleted from these records would result in an
unwarranted invasion of the privacy rights of the individuals concerned, this information is
exempt from the public disclosure provisions of the FOIA per Title 5 U.S. Code 552 (b)(7)(C).

In addition, information has been sanitized from the records and ten additional pages are
denied in their entirety as the release of the information would reveal the identity of confidential
sources. This information is exempt from public disclosure pursuant to Title 5 U.S. Code 552
(b)(7)(D) of the FOIA. The significant and legitimate governmental purpose to be served by
withholding is that a viable and effective intelligence investigative capability is dependent upon
protection of confidential sources. It is not possible to reasonably segregate meaningful portions
of the withheld pages for release.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, u.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the rOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

During the processing of your request, information was disclosed which is under the purview
of another government agency. This office has no authority to release these records and they are
being referred, along with your request, for appropriate action under the FOIA, and direct reply
to you.

We are coordinating with another government agency concerning the releasability of their
information contained in the records. We will inform you as to the releasability of the
information upon completion of our coordination.
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Weare continuing to review records regarding other titles you have requested and will
respond to you by separate correspondence when our review is complete.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case #869F-Ol.

Sincerely,

Russell A. Nichols
Chief, Freedom of Information!

Privacy Office

Enclosure
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

c=1-Information has been withheld in its entirety in
accordance with the following exemption(s) :

It is not reasonable to segregate meaningful portions of the
record for release.

o Information pertains solely to another individual with no
reference to you and/or the subject of your request.

~nformation originated with another government agency. It has
been referred to them for review and direct response to you.

o Information originated with one or more government agencles.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

IAGPA-CSF Form 6-R
1 Sep 93
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u.t tbe aocUMd .Ul1aea ~1r '-elepbcne fao1l1U ••• '

..••• ,r . _ •.• - .-:-'': .J..: j -- • .,' .- "'-".- ••• -f,. -.. •

.t.,,_' ' •••. -..J.ClO_~';~ ~~,.1,-_, - ...••~ .• ,; , -; ... '

(1) '!he .xl.1-t.r1nC of t.elec~lC&t.lon. ~aft'1c eIl4 the _k1n& of tape
record1n&Il. of wch tn.rt1e (lection 100 .) ., anl1 be orc:lerec1b1 a ~e. It
~e 1. 4anCfl' 1n dala1. ~ GrC1er-.y .leo ••• laaued bl t.he publ1c prc»eeut.or.
An order l.sued b1 tbII p.lblle proueut-or aball CMIe to hne ,trect af'ter t.hree
4&7a unl ••• eontu--11 bJ • .)ad&e •.

(2) '!be orde ..11 ••• tuued In wri tint; and ahall apec1t)' rwne and a4dre ••
or tbe peraan aplnat wbaa toM In'der 1. direoted. The OMier &hAll .pec1fr nature.
enent. and durat10n of the ••• aure. '1"be aax1eum durll.t1an of ~he order &hall not
exceed t.bree .ont.h.l. It., beextended tor turther periclC1eor \.bree ~Ul. if
the clrcu.atanCU .pecified 1n Bect.1ClCl 180 • continue t.o ex1st.
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o

o
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Information pertains solely to another individual with no
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\
sa:UR ITY a..AS: TION (JJ au)

DISPOSITiON fORM

FlU NO.
ACSI-SC

~.!lst German Federal
IntelTiQence Service JC)

flOM DATE 1 7 J"N 1962 ~OIl\MEHT HO.1 t'-
givi8iQR~ Cbief C1 Branch ~ )D, Co Ion e 1 • e 1g a nd /7 4119 /11 u\~ Cbi ef C1 Branch 1-1. )D

In addition to background factors covered in the briefing, the pre-
vious ACSI and fact Sheet to the Chief of Staff were aentioned.

,

There are

files (betweenIdetail in tb~ _
requested. C

J

d. The vast ~un~of
vol~aes) wbic~ --tJJas

,..
10 and 17

-~•

---files are in usARECR Central Registry in Stuttgart, Germany.
numerouS ramifications of this case:

lthough the USAREUE
some years ago, the problems inherent in this

1-
a. USARELR willingness to furnish their filet

on such a sensitive matter. "Jll '~se of information from these files and future USAREL~
(~,)\1\}elligenJ relalonShiPs with German agencies.

- ,____ c.J5 use 5523

~ use 552a

) 4. (U) Chief, C1 Branch would like tO,lend Ir.
with background and current factors In this .atter, to
three day visit for following reasons:

{{

b. To ~nsure complete
on handling of in1oymation.

• ll.•. ~ •__ ; arn:;1 .011 o· ."'.

DeS I , USARElR and OACSI

11 who is familiar
Heidelberg for 8 hurried

fbn'n~!:)

~~r.0erstanding between
To expedite actiona.

5 use 552a (



ACSI-SCC
SUBJECT( __ ~'West German Federal Intelligence Senice;.e1

c. For simplicity of handling - As noted, this is an unusually
complex problem. By dealing direct with action personnel in Heidelberg and
Stuttgart, much confusion and wasted correspondence and time can be saved.

d. Any potential inter-agency hanky-panky can be eliminated from
the outset.

r:- e. DCSI, USARECR, staff, which is not aware of much of the back£round
~this matter can he hriefed, and coordlfated policy on release of informalion

5. (D) In order to forestall possible confusion and erratic action on this
problem, it is strongly urged that a decision be reached on this proposed action
today. Recommend Chief, Security Division, and Deputy ACSI, approve and si~n
message to Heidelberg and travel orders request. (TABS B [, C)

6. (C) The follo~-up Fact Sheet for the Chief ~ Staff ~s.beinQ prepared. --
(Directed by General Leonard upon receipt of follow-u .

I

- -- ""---- --------~~ ~._. ~~ . _A_

5 U3C &52a (~,) (1)

3 ~ ~ ciAS A It - "
dtd l5~an 2 ~/l inel •

~ ~~RE1 It-; ORI\
2 B B - Msg to Heidelberg

SECRET ......•..•.,._~_ •• ~.;:;....-
3. TAB C - Request for TDY

Orders - UNCLASSIFIED

'/
/ / -

~I..-~~ ~/~d~
, JACh L. ~,[IG.4\D

Colonel GS
Chief, CounterinteJ Jigence Lranch

097
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74 906

RECORD Of ACS I PRL c;L..," AT I ry.;

"-'
L

)
;

Si1St 1552a (b) l1)
SUBJECTF' __ --- Wast c..rwm

aencc -

BRIEFER DIV1S1~

AUJIOC.E (LIST I~TAA'T P'f.R..C)(NS ~ERE ArrLlCABL[)

DATE ex: PRESENT ATI (l'.l THE

~

J,

Dt,,:.;:;rz~~~~\ ',i ,- -' .
•• : ••~,h ••';:J ••eJi~.,iie.,

HAiS A~ O1N\T;'; USLi)

~. ,-

','

..

I'" ~ '"'I"!, _ ~... ~, ,

EI,:c:~: !:e~ ','e':':
de.' ;.-:':':.~ and oKli::I;.:::I\. .•.



ACSI/US'CI/5ecurity Division
Lt Col R. M. Pyle/c.ar/73S9to

\-,
Incidentally coincidini with the 8T1tiJ,h security IC.&1ldals, the liest

GtIWll1 Gon~t ha..sbrought to trial three of its citizens on charges

c~prom1sed information W'ciS extei15ive.

I

j

I

of

Q---------------------_.~.
--

sens~tionalism acc.orJed the 3d t ish caStS, the actUJl dal!'.a;e in ter:r.s

of espionage for the Soviet Union. Althour~ the case lac~s the lurid

5 use 552a (b)
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REGP..•S2D 5~ 1..-1
0: J ,c\ ~\oL'-- \'-"
D/ 1'5.~: _G~.:rO!/PA
IL.~. ' ..,) .L,Gu5.:JJJ.l~

/

IWEST GERMAN FEDt:RA1 INTr..LLIC;~CE SE.ltvrCE:

Mr. Secretary:
On 8 July 1963 West Germany brought three West GermanE to trial on

,~harges of e!pionage for the Soviet Union •
.

L
_-----I

I

,,
-,-1

I

•

1_~1

t r
,

102
S~l . I·

;



, ,) - "1
----

r
1

-

all

103 /
- ] .



HEADQUARTERS )
66TH COUNTER INTELLIGENCE CORPS GROUP

UNITED STATES ARMY, EUROPE
.APO 154 US ARMY

rILi, .uUC-oPI »-~20529. '01 I.G>-2648!D
ItJ!JtC'!'r Imj>1••• ntat1on ot IC. 1-55 (If)

,

'0, A.slst~n' Chi.! ot Start. 02
lYnited Statel! Army, Kurope
J.PO 40}, US Arrt1

(b)(1)
iefer.nce 1. aade to tCll 7-55, Sutjeotft-'.i1', dB t.d

\

( __ -~ _ :!!!!i!l (~1' -----

C-=--=--=--=--=----/ (
2

) ~

('~

---------'----r-1 ~I
------'-- li'\

r~ Copy$of~copies
:O~ .



dVC-oPI "'20529. Y01 II ••.2&4881
IIIJlC!. !apl••• fttat1oD.t ICi 1-55 (V) ,

00(1) ..---
_-----UJ. •..~=-------..-----------,

,.-

e. f ~--"/<.:.::. --------------------------,=:--------

4. (CO~UL) .hrial ol>td".4 lJl •••••••OOUOIl with 41re.u..'. •
• ,.01f1.4 1A ,. ra,raph 2 _111 \. aubai Ua4 1Jl aooordano. wi \h aoral
npor\1nc proo.4urea tor 66th CIC Group.

,. (nCLlSSI7IU) "poa41nc dat.a O&lmot" ,"4.tuw!JUtt.

W.lIDJ I. Plot
Colon.l, cm.o
Co • 41.JsC
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• ::r

~1I orpniution hu reo.l~ lnforsatian lndioaUJl~\hlt SUlJ1t;T
11 poll1b17a IPD.,..tM ••r. kch WoruUon relat •• \.0 \he u.-..
trb.n SUBJ'BC'I' .1 -.plqed a\ \b. nm.snu> OJ'dnanc. Depot. al a Section
Oh1.~_ ~ All.,edl7. SJBJu:T,*11. ~
~opol •••• t\iN4 \It _peNH w1u?_rit7 Ott1a1alo a\ no l.UL!Y'EIJl

. 01lClnaaH hpo\ la U'ftJ\pq t.r \Ia. ti.oU~ .r ••ri.ain 1D4inclw.
Wbo ..,.. ~PP"I lA .1lV-1PU.\, aeUylU.I. ,~) 1\ 1, alee all.,ed
\bat aTBJICT, «l \h. tontJ'V7, ~ln.n\17 P" ~n.. 1a ~ •
• M't.loa k1&h .tf1c.1mar rat.s.naa u4 •• ,ilte4 b \bdl' rapid prc8'tlcm.
(0-') fIaot.hft', a IPJ) .-bel' •• , repon.e4 •• MTiq ••• cribed ~ET
a. a ~ .,.t.h1MT. (a-2) ...
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fIDnCT( ) 'tt' I:
•• .( -. 1UWJl:T'. wit. l~ •• C }io~ tl.•••••.••••(-----..)

" ~ )~'5 \eat J1.a•• a\ u.. I~nut l.
C-If/t-.-ariA-'--{ -- :

c. IIJIJIOT'. Wih'. JlU'CU wrtl. ~u_. --- )L-- JC _ - __ -. e Mictlll aae .1
ItJB.J'ET '. wit.'. mUlC'. '.

Other data pert.ainine to 3.}BJJ!{;TI.ail1tary ••me. and ~lo"'Clt
1. a. follow.'

-~-~

.•

a. April 1936- Ootober 19l.5

~. o.tober 1945 - April 1946

e. Oetober 1946 - .11947

. ~.

. Lu.ttv&!te

lea1.clenoe ••

a. 'k.t. kDowDrM14 __ ( _)

, •. Prnlw. l'Mi ••••• C-- ) ~. '*0
lft1la\le btor-.Ue ~I \h. s..t1nhal. -"0 tip" b

\he &b<rne1~ all.pUOD. ap.1.n8t ~ tollow'l

. ~ ;-

N" too ~. n,iling 1a(---

~~,.,Gc~~~JJ~~7,:r'EO:'
~ b~l_" ... ,~11/PO.
A.UTHF,-~~i<:~; ~,.:' 3200.1R

·
•~,.
•

___ }.1zI(
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Sa. )I \e hcp4Ft a\ Ie. ,.
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J. ~) .~\e~!n·r~ •• 4.

C

) (uv
,. (C~TllL) 1\'" nq~ \bat \he &bow W.J'M\1&

prorl.ci~ iD .....-.r \0 J"IV SpH1t:lo ~ ter w•.••t.1ml .n M .u..-.~-t"~ .t 1lUit.&17 ~1·.
FOR THE ASSIST~'IT CHIEF OF STAFF•. C·2:
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1h1a ~tr. h&a ~ oo-orcu.Dated with Lt Col Carlan, Lt Col Leonard, 6:.• j soq.on.
DHI, , liar 55

. l DALE M" ~'"'Y .
. 'f" Col W ••~1...~. onel, as
.~. Chief, Q Bnmdt
!. .... -•.....

1/1& ~ WomaUon abon torwarded \0 DA,~, in anner to their III 11-'2-509
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J. L PHILL!?I
llajor Genen.l, II
IlJot S, G-2

DwnV~Dl: data
oamot M pn-4etena1.Ded

)IRs A oheok haa been made of eaoh branoh and the PP&L Seotion of this
orfioe in an attempt to looate the above-mentioned report. A
oheok with the 66th ClC Group al.o proTed negative.

Coorc1inaticmJ £) ~L::J- -'t:? t:2L2./ ~.lqJ/11 J~_;J1II>-I . tt:(rrL- -'-I -7~ t.-'('I",;,' TT
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